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1
Decision/action requested

Solution proposal related to key issue on multiple TSN working domains authentication aspects.
2
References

[1]
3GPP TR 33.851
3
Rationale

Solution proposal for KI#2 related to authentication of TSN nodes sending time synchronization messages. 
4
Detailed proposal

It is proposed to add the solution to TR 33.851.
***** Solution related to KI#2: 
***** Multiple TSN working domains 
******* START OF CHANGES
6.X
Solution X: Authentication of TSN nodes sending time synchronization messages

This solution addresses authentication aspects to overcome the security threats of KI#2.

Time synchronization messages are received at DS-TT or NW-TT ports. They are addressed to certain TSN working domain, the parameter indicating the TSN working domain is the domainNumber parameter.
To ensure that the authorization can be performed, the verification of the identities of the TSN nodes is required. DS-TT and NW-TT at the 5GS network boundaries need to verify these identities before authorization is performed.

Editor's note: Which method to use for identity verification and how to configure the involved entities is FFS.

******* END OF CHANGES
